The Sevesdlisasterwasan industrialaccidentthat occurred
around 1237 pm on 10 July 1976 in a small chemical
manufacturing plant approximately 15 km north
of Milan in Italy.
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“‘What is the long-term goal(s)

&

>accidents/incidents in your country?

1. A plan of
action designed
to achieve a
long-term or
overall aim

2. The art of planning
and directing
overall important
operations and
movements in
scenarios




ScenanGBasedStrateglesto Enhance
Chemlcal Plant Safetyand Securlty

—

Joshua H. MUSTAFA

Chemical Inspector & Government Analyst

Government Chemist Laboratory Authority (GCHX)‘ ——
Northern Zone Laboratory,
P.O. Box 2095, ARUSHA




Blueprintof the CourseChemicaBecurityManagement

Who are the learners

Learnersfor this courseare professionalssupervisorsand
those who are directly or indirectly engaging with i , 251 ; ‘
chemical safety and securitymanagement Look& Fee|l Quote

They can have a substantial experience in misuse
chemicals and security management in chemical
facility/supply chain, and chemical plant safety and
need to enhance their knowledgeof safety and security
management  strategies and security  audit
ethodologiesto prevent misuse of chemicalsin the life

Participants will be able to understand the
importance to secure misuse chemicals to
prevent chemicalincidents regardlessof security
barriers and developing scenarios to prevent

Thiscourseprovidesnew insighton chemical
plantsecuritymanagemensystemso
improveprocesssecurityandvulnerability

assessmenthroughthe supplychain.

them, and what strategies we could utilize to
overcomepossiblechemicalincident scenariosin
the future.

Viissionstatement

Thiscourseis primarily focusedon chemical RSN " SR

safety and security managementstrategies ‘ : Lid . e

in  the chemical life cycle of g , . : _ : : :

chemicals towards the prevention of : e 5 ,

chemicalincidents/terroristattacks e - o Asses.sment
earnlngobjectlves Assessmentis basedon identifying unforeseenand undetected

scenariosleading to chemicalincidents and identifying emerging
During this course,learnerswill improve their understandingof security best threatsthat would contribute to future chemicaincidents

practicesfor the life cycle of chemicalsand emerging threats to chemical
infrastructure security and how to mitigate chemical incidents based on
scenarios

Tabletop exerciseson multiple usesof chemicalswill be provided
to evaluatetaskssensitiveto humanerror in the chemicalprocess
and decisioamaking strategies for accident prevention and

Atthe endof this course participantswould be ableto recognizenew
comprehensivandoperativemethodologiedor chemicalfacilitiessafety and preparedness
securitybasedon future possiblecatastrophicscenarios.
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Safety and Security Culture

_Aghehg R
(Company knows, cares, and measures)  \
Chemical safety and security is
our top priority and is embedded
In our culture and we know it is
good for company security

s ECAT-ghi tr gth

(Company care and always know how to improve
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(Company care but d o e salways know
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(Company knows but d 0 e sajwa
care)

Continual improvement is important and
everyone is involved

Complying is important and you have systems in
place to manage misuse chemicals and chemical
accidents

Responding when you have incidents or inspections is
important.
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chemical security and

safety) Chemical safety and security is not importantandwe  d bothért
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PREVENT SECLRE

Prevent the rrsk of chemrcal
-. reIated accrdentsllncrdents on
on chemlcal plant -

Secure chemjcal rndustrles and
B reIated assets in the company -

DEVELQP STRENGTH EN’

o Strengthen L
Develop |nnovat|ve strategres to - and enhance stakeholders' ab|I|ty to
protect chemical plants by understand aware, of safety and securrty

developing novel tools
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Eventhe BestBarriersCanFall

Even the best barrier will not achieve perfect reliability.

,J@‘
\éj
y- - A Barriers will have holes (weaknesses).
ﬁ ‘\\b A The holes can be hidden for a long time or created at the moment.

A Their strength changes with time and with the technology.

~
N

CSB Macondo Investigation Report, Volume 2, https://www.csb.gov/file.aspx?Documentld=5931, p 51.



https://www.csb.gov/file.aspx?DocumentId=5931

NewBarriers




Barriers

StrengtheningExistingBarriers

Failed
Barriers

Weaponizable

Chemical




4, Safetyand securlty of chemical plant6
Whatis a Barrier?
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Physical Barriers: contain, prect, or separate
AAlarm system
AAutomated valves system

AFences 1.Physical
AFume hoods S 8Fgee;ﬁ;[;:1r:?cjnal
ALocks

AGates/Doors

ACameras



Protect ChemicalPlant - Whatis a barrier?
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Operational Barriers:
Tasks performed by a person or group of

people

AProcedures 1. Physical
Alnspections/Audits 2.0perational
ASelf-control of work/checklists 3. Organizational

AQuality system documents




Protect ChemicPIant -Whatis a barrier?

Organizational Barriers

APolicies
ARUlES 1. Physicr_:ll
AManagement systems 2. Operational

ADirectives 3.0rganizational




Protect Chemicals
from Intruders

Physical

/ \ : LTI Y i
[ s = :
R AR o
L 3 A il B = o
2l %“; [S :"'-V W TS ® |
x| Nk alat ==Ll “ |
=21 '
s — ) 1‘ 'F
.l %
B

[ Operational ] [ Organizational ]




ChemicalSafetyCaseStudy1




Safety CaseStudy:UCLAChemistryLab Flre

On Dec. 29, 2008 , Sheri Sangji, 23, was Iinjured by
the chemical fire and died on Jan. 16, 2009 , from
Injuries sustained in a fire In a UCLA chemistry
laboratory . Working with tert -butyllithium, which
Ignites spontaneously in air, she was drawing the
chemical from a bottle into a syringe when the
plunger came out of the syringe barrel .

UCLA police dispatch recorded the 911call at 2:54
PM as an n u n k n typenchemical fire.0 Emergency
crews were dispatched at 2:57 PM, and emergency
medical personnel arrived at the building at 3:01 PM.
Lutton donned full protective gear and went up to the
lab to assessthe situation, with dispatch recording at
3:06 PM that the fire was out upon arrival .

(C&ENAuQg.3, 2009,page29).

Prof Harran


http://pubs.acs.org/cen/science/87/8731sci1.html

How could this incident
havebeenprevented?



